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& PRIVACY

by John Wunderlich

Privacy
tdYear-end

Even before the leaves have begun to turn colour,
thoughts of year-end are dancing in my head.
In my case, as a consultant, they are centred
mainly on the end of the tax year and getting
my books in order. For payroll professionals,
however, year-end is one of—if not the—busiest
time of the year.

Why should privacy be at the top of your mind
during such a hectic time? There are two areas of
concern. First, software and systems are updated
to accommodate any changes that come into ef-
fect on January 1*. Second, you are required to
send out information returns—T#4s primarily,

and Relevé 1s if you have employees in Quebec.

Software & Systems Updates

Whether you are running software in-house or using
an outsourced solution, it should be updated in
December so that your first payrolls of the New Year
calculate statutory remittances and other deductions
correctly. This raises some privacy concerns.
Organizations operating at a high level of process
maturity generally have Privacy Impact Assessment
(PIA) policies in place to identify and reduce potential
privacy risks. These policies normally require a PIA
to be conducted for all new or redesigned programs

and services that involve personal information.
While altering the basic algorithms for calculating
remittances and deductions for employees may not
be considered a high enough privacy risk to trigger
a full PIA, it is an important change and should still
require some form of review in all organizations.

The question you need to ask is whether the de-
velopers ensured that privacy and security provisions
were still intact when testing the software upgrades.
would advise documenting the security and privacy
provisions in the system in a way that will ensure
they are tested and validated every time the code is
updated. Otherwise, you are taking privacy and se-
curity protection on faith—and that does not qualify
as due diligence.

Information Returns

Information returns at year-end can be a nightmare.
All of a sudden you have a large number of printed
forms that contain highly sensitive information. This
raises important privacy issues. Where do you store
them? Do you need extra help in dealing with the
volume? How do you ensure contact information for
departed employees is correct?

To ensure the privacy of employee personal infor-
mation, the printed forms must be kept in a secure
area, with access limited to authorized personnel
only. If you need to work in several areas because
your organization does not have a space large enough
to not only store but also complete and address the
information returns, you need to make sure you con-
trol access to all the areas for that time period. In
addition, if you call in extra or temporary staff to
help with the workload, you must ensure they receive
privacy training and they sign appropriate confiden-
tiality agreements.



Another common privacy issue with information
returns revolves around sending forms to people you
are no longer in regular contact with because of ter-
mination or retirement. What assurances do you have
that you have the correct addresses for these people?
Terminated employees may not keep you up to date
on their addresses, and your organization may not
maintain regular contact with retirees. If you send
the forms to the wrong addresses, you create a pri-
vacy breach.

What is the due diligence requirement for pre-
venting address errors? If you have a high turnover
rate or you have had a major layoff, I would advise
taking some extra steps to validate addresses for
former employees. This can be as simple a matter of
sending an email to their last known personal email
address asking for a verification of address. You may
also want to put a request on the outside of the envel-
ope of the T4 or Relevé 1 that it be returned unopened
if the address is incorrect. Finally, as you cannot
eliminate this possibility, keep track of incorrect ad-
dress in your records.

As you prepare for year-end, review your processes
and procedures to head off any potential privacy
issues before they occur and ensure things flow as

smoothly as possible. m

John Wunderlich is an information privacy and secut-
ity consultant, based in Toronto. For more informa-
tion, check out his intermittently updated website at

www.wunderlich.ca.

Notice: This column reflects solely the opinions of the author.
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Your Payroll

Prlvacy

Payroll, by its very nature,

has always operated with the
realities of confidentiality and
privacy protection. This updated
publication looks at how privacy
laws apply to payroll manage-
ment and discusses what should
be done and what would be
beneficial to do.

Your Payroll

Vacation

One of the biggest anxieties for
payroll professionals is dealing
with annual vacations. This is
particularly true if your orga-
nization operates in more than
one jurisdiction. This publication
provides detailed information
and resources on payroll-related
issues surrounding vacation time
and pay in Canada.
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Individuals are encouraged to seek qualified legal advice on e canaoian [@RIGY cassociTion To order your copy ($44.95 each plus
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points of law or matters of interpretation. nssocition JAN@YRl DELAPAE tax & shipping), visit www.payroll.ca.




