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by John Wunderlich

Using Employee
Information
without Abusing
Employee Trust

An information life-cycle approach to
privacy protection marks the collection,
use, disclosure and disposal of person-
ally identifiable information as the key
stages. Payroll practitioners spend the
greatest amount of time by far in the
middle stage: use.

After reading the last column on data
collection and risk management, you are
hopefully planning to reduce the data in
your payroll/HR database to the min-
imum required to achieve the purposes
for which you have collected the informa-
tion. Now the question becomes which
uses are appropriate in the context of
managing privacy risk.

There is no problem with a payroll
practitioner having access to standard
payroll information like time and at-
tendance, benefits amounts, accruals
and the like. After all, you must make
sure the payroll is processed accurately
and on time.

If you are part of a large HR/Payroll
team, you may have access to only some
of these categories of information or
only some departmental staff informa-
tion. This indicates that your group
has taken steps to ensure that only the
minimum number of people needed to
produce payroll have been given access
to the data they need for that purpose.
Unfortunately, not all organizations apply
this kind of business rule.

For example, an organization that
uses an ERP system, such as Baan,
Momentum, MS Dynamics or SAP, may
allow everyone on the system to have
access to employee information for con-

venience. This approach is both a legisla-

tive and personal risk.

The legislative risk is self-evident: in
jurisdictions where privacy law applies
to employee data, general access like this
will almost certainly constitute a viola-
tion. In a unionized environment, this
kind of treatment of employee data may
also violate a collective agreement.

The personal risk is less obvious. I
often get asked what the harm is in mak-
ing an employee’s home address available
to a manager who wants to send them a
get well gift when they are sick. In most
cases, it would be harmless, and it is cer-
tainly allowable in all cases where you
have employee consent for publishing or
sharing their home address.

However, it is a payroll practitioner’s
responsibility to understand that there
may be situations where a person wants
his or her home address to be kept con-
fidential. Unlisted phone numbers are a
good parallel—people request them for
a variety of reasons. Your policies need
to take these situations into account, and
you need to have processes in place to
give affect to these policies.

A note about retention: As long as
you retain the payroll data, you are con-
sidered to be using it. To minimize the
risk of inappropriate use, reduce system
costs, and comply with legislation and
best practices, you should dispose of em-
ployee information as soon as all reason-
ably foreseeable business needs for that
information have been fulfilled.

For example, you need to keep certain
information for Canada Revenue Agency
purposes (six years after year-end). Once
that time period has elapsed, do you still



have a business requirement for some or
all of that information? Similarly, can you
articulate a business requirement for keep-
ing a 12-year-old record of a disciplinary
hearing for an employee who has been a
model employee for the last 10 years?

Remember that keeping information
for the minimum time is not necessarily
the same as a short time. You may keep
some information about employees, such
as their home contact information for the
duration of their lifetime assuming you
are paying them a pension. However,
eventually you will need to dispose of all
of this information. Building and imple-
menting a retention schedule will put you
on the right path.

Making sure that your uses of em-
ployee data are limited and specific
will go a long way toward minimizing
the risks of a privacy breach and main-
taining employee trust.

In the next column, I will address the
next stages in the life cycle of payroll/
HR data from a privacy perspective:
disclosure.

Send you questions and feedback to
john@wunderlich.ca. Include “CPA Life
Cycle” in the subject line. m

John Wunderlich is an information privacy
and security consultant, based in Toronto.
For more information, check out his inter-
mittently updated website at compliance.
wunderlich.ca.

Notice: This column reflects solely the opinions
of the author. Individuals are encouraged to seek
qualified legal advice on points of law or matters

of interpretation.

PUBLICATIONS ——

FROM THE CPA

Your P oll

Privacy

Payroll, by its very nature, has

always operated with the realities of
confidentiality and privacy protection.
This updated publication looks at
how privacy laws apply to payroll
management and discusses what
should be done and what would be
beneficial to do.

Your Pa Il

Vacation

One of the biggest anxieties for
payroll professionals is dealing with
annual vacations. This is particularly
true if your organization operates

in more than one jurisdiction.

This publication provides detailed
information and resources on
payroll-related issues surrounding
vacation time and pay in Canada.

To order your copy ($44.95 each plus
tax & shipping), visit www.payroll.ca.
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Yes.

Say Yes to Payworks’ Total Workforce Management Solutions

Our innovative web-based payroll solution directly integrates with our HR Management System (HRMS) and
Employee Time Management (ETM) modules, ensuring work-flow efficiency, accuracy, and the integrity of your
valuable data. Reporting is simple; you can use our comprehensive library of standard reports or create your own
custom reports on Payroll, HRMS, or ETM. And you can choose to empower your employees with Employee and
Manager Self Service, giving them access to their pay statements, year-end tax slips, and contact information.
Our dedicated client service representatives are available by telephone or email, so when you need assistance

of any kind, we're there.

Say Yes to Payworks.

For more information or to set up a meeting with a Payworks representative

Call us Toll Free at 1.866.788.3500 Payworks O

or simply visit us at payworks.ca





